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ABOUT US

Nangia & Co LLP is a premier professional services firm with four decades of excellence, trusted by Fortune
500 companies and leading Indian enterprises. With 1500+ professionals across nine cities, we provide
integrated solutions in Audit, Tax, M&A, ESG, and Cybersecurity Advisory. As a CERT-IN empanelled firm, our
cybersecurity practice blends deep technical expertise, regulatory insight, and strategic foresight to help
organizations strengthen resilience, mitigate evolving threats, and align security with business goals. Our
commitment to knowledge, integrity, and innovation drives our mission—enabling client success with

confidence.

MEET OUR EXPERTS

=)

ASHISH MISHRA

Partner- Cyber Security
ashish.mishra@nangia.com

OUR LOCATIONS

e

PUSHPENDRA BHARAMBE
Partner- Cyber Security

pushpendra.bharambe@nangia.com

5]

HIMANSHU THAKUR
Director- Cyber Security

NOIDA

(Delhi NCR - Corporate Office)
A-1009, Sector - 136,

Noida - 201304, India

T: +91 120 2598 000

MUMBAI

4% Floor, Iconic Tower, URMI
Estate, Ganpat Rao Kadam
Marg, Lower Parel,

Mumbai - 400013,

T:491 22 4474 3400

PUNE

3" Floor, IndiQube Park Plaza,
CTS 1085, Ganeshkhind Road,
Next to Reliance Centro Mall,
Shivajinagar, Pune - 411005,
India

DELHI

(Registered Office) B-27, Soami Nagar,
New Delhi - 110017, India

T: +91 120 2598 000

CHENNAI

Prestige Palladium Bayan,

Level 5, 129-140, Greams Road,
Thousand Lights,

Chennai - 600006

T: +91 44 4654 9201

DEHRADUN

1%t Floor, “IDA” 46 E.C. Road,
Dehradun - 248001,
Uttarakhand, India

T:+91 135271 6300

GURUGRAM

001-005, Emaar Digital Greens Tower-A
10* Floor, Golf Course Extension Road,
Sector 61, Gurugram-122102

T: 491 0124 430 1551

BENGALURU

Prestige Obelisk, Level 4, No 3
Kasturba Road,

Bengaluru - 560 001, Karnataka,
T: +91 80 2248 4555

HYDERABAD

25, 4" Floor, Veer Chambers,

Door No: 1/10/63/1/1,

Opposite Shoppers Stop, Old
Patigadda, Chikoti Gardens,
Begumpet, Hyderabad, Telangana,
500016

www.hangia.com | query@nangia.com

Followusat: [y f X ©




NANGIA & CO LLP

B
STRATEGY AND

COMPLIANGE

SECURE. COMPLY. TRANSFORM.

In an era of accelerating cyber risks and tightening regulations, our comprehensive suite of
cybersecurity and IT assurance services ensures that your organization remains secure, compliant,
and future-ready. We combine strategic advisory with hands-on expertise to fortify every layer of
your digital ecosystem.

OUR SOLUTIONS AT A GLANCE

Unified Policy ISO 27001, 22301
Framework Creation Certification Support
Review and update of
Security Training and
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SOP
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NANGIA & CO LLP

TECHNOLOGY
RISK
MANAGEMENT

STRENGTHENING ENTERPRISE SECURITY FROM THE CORE

Building on our strategic and compliance expertise, our Technology Risk Management services
strengthen the core of enterprise security. From advanced vulnerability assessments and threat
simulations to secure architecture and incident response, we help organizations proactively
manage cyber risks. As technology landscapes evolve, our specialists secure cloud, loT, OT, and
DevSecOps environments—enabling innovation that is resilient, compliant, and future-ready.

OUR KEY SERVICES

Vulnerability Assessment and

. i Penetration Testing (VAPT)
Secure Configuration

Review

Application

Security Testing Security Architecture

Review

wn Red Team

o Assessment
Secure Source Code
Review

Cyber Incident
Response

Cyber Threat
Intelligence {§}}‘

Social Engineering
Attack Simulation

Breach Attack
Simulation

On Demand
Penetration Testing
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NANGIA & COLLP

DATA
PROTECTION
AND PRIVAGY

BUILDING TRUST THROUGH DATA PROTECTION EXCELLENCE

In an era where data is the most valuable asset, our Data Protection & Privacy services help
organizations embed privacy at the heart of their operations. We enable compliance with Indian
and global regulations such as DPDP, GDPR, and CCPA through robust frameworks, impact
assessments, and governance models. Our experts design and operationalize privacy programs
that balance regulatory assurance with business agility—ensuring trust, transparency, and
accountability across every data touchpoint.

OUR KEY OFFERINGS

Privacy Policy
Development & Governance

Creating, reviewing, and Prlvacy by DeSIQn
updating policies aligned with Integrating privacy controls
regulatory requirements and directly into business
geographical jurisdictions processes, systems, and
products from the outset

Compliance END-TO-END DATA

Assessment PRIVACY SERVICES

(DPDP, GDPR, .

CCPA & Global Aj? Privacy Impact
Assessments

Regulations)

Evaluating risks associated
with data processing
activities and ensuring
effective mitigation

Assessing organisational
controls and alignment with
national and international data
protection frameworks

Privacy Management
System Readiness

Preparing organisations for
structured and compliant privacy
program implementation
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NANGIA & CO LLP

Strategy & Advisory

Cybersecurity Strategy & Roadmap Development
Virtual CISO (vCISO) / CISO-as-a-Service

Board & Executive Cyber Advisory

Cyber Risk Quantification & Enterprise Risk
Management

M&A Cyber Due Diligence

&y

Data Protection & Resilience

Data Protection & Privacy Advisory (DPDP act,

Dubai Data Protection Act, GDPR, PDPA, CCPA

etc.) including :

- Privacy impact assessments

- Privacy management systems readiness

- Privacy compliance assessment towards

- Created, review, update policies related to
privacy requirements of the organisation and
geographies of operation.

Cyber Resilience & Business Continuity Planning

Cyber Insurance Advisory

Indian Regulations

CERT-In Directions 2022 & Incident Reporting
DPDPA 2025 Implementation & Readiness

RBI Cyber Security Framework (Banks, NBFCs,
UPI/PPI)

SEBI Cybersecurity & Cyber Resilience Framework
IRDAI Information & Cyber Security Guidelines
MEITY, IT Act 2000/2008 & Sector-Specific Audits
(TRAI, NPCI, CERC etc.)

CEA Guidelines on Cyber Security for Power Sector

1o1onHoIoN
olt=siia
no on
UL i

[ 11} Ha
nolonoiol

Global & Cross-Industry Standards

1ISO 27001, ISO 23001, ISO 27701, SOC 2
(Implementation, Readiness & Certification
Support)

PCI-DSS v4.0, NIST CSF, SOX, ITGC, ITAC
Business Continuity & Disaster Recovery
(BCP/DR) Advisory

Governance, Risk & Maturity
[ ]

Governance, Risk & Compliance (GRC)
Framework Design

Cybersecurity Policy Framework Design &
Implementation

Cybersecurity Policy Review, Update &
Rationalization

Cyber Maturity Assessment & Improvement
Program Management

Risk & Control Self-Assessment (RCSA)
Third-Party & Supply Chain Risk
Management

Security Training and Awareness Programs




e .

NANGIA & COLLP

ABOUT US

Nangia & Co LLP is a premier professional services firm with four decades of excellence, trusted by Fortune
500 companies and leading Indian enterprises. With 1500+ professionals across nine cities, we provide
integrated solutions in Audit, Tax, M&A, ESG, and Cybersecurity Advisory. As a CERT-IN empanelled firm, our
cybersecurity practice blends deep technical expertise, regulatory insight, and strategic foresight to help
organizations strengthen resilience, mitigate evolving threats, and align security with business goals. Our
commitment to knowledge, integrity, and innovation drives our mission—enabling client success with

confidence.

MEET OUR EXPERTS

=)

ASHISH MISHRA

Partner- Cyber Security
ashish.mishra@nangia.com

OUR LOCATIONS

e

PUSHPENDRA BHARAMBE
Partner- Cyber Security

pushpendra.bharambe@nangia.com

5]

HIMANSHU THAKUR
Director- Cyber Security

NOIDA

(Delhi NCR - Corporate Office)
A-1009, Sector - 136,

Noida - 201304, India

T: +91 120 2598 000

MUMBAI

4% Floor, Iconic Tower, URMI
Estate, Ganpat Rao Kadam
Marg, Lower Parel,

Mumbai - 400013,

T:491 22 4474 3400

PUNE

3" Floor, IndiQube Park Plaza,
CTS 1085, Ganeshkhind Road,
Next to Reliance Centro Mall,
Shivajinagar, Pune - 411005,
India

DELHI

(Registered Office) B-27, Soami Nagar,
New Delhi - 110017, India

T: +91 120 2598 000

CHENNAI

Prestige Palladium Bayan,

Level 5, 129-140, Greams Road,
Thousand Lights,

Chennai - 600006

T: +91 44 4654 9201

DEHRADUN

1%t Floor, “IDA” 46 E.C. Road,
Dehradun - 248001,
Uttarakhand, India

T:+91 135271 6300

GURUGRAM

001-005, Emaar Digital Greens Tower-A
10* Floor, Golf Course Extension Road,
Sector 61, Gurugram-122102

T: 491 0124 430 1551

BENGALURU

Prestige Obelisk, Level 4, No 3
Kasturba Road,

Bengaluru - 560 001, Karnataka,
T: +91 80 2248 4555

HYDERABAD

25, 4" Floor, Veer Chambers,

Door No: 1/10/63/1/1,

Opposite Shoppers Stop, Old
Patigadda, Chikoti Gardens,
Begumpet, Hyderabad, Telangana,
500016

www.hangia.com | query@nangia.com

Followusat: [y f X ©




NANGIA & CO LLP

OFFENSIVE .
SEGURITY 0.

RED TEAM & ADVERSARIAL SIMULATION

Service

Red Team
Operations

Breach & Attack
Simulation (BAS)

Description

Full-scope, multi-vector, stealth-based attack simulation targeting a
specific business objective (e.g., steal a specific data set) to test the people,
process, and technology aspect of organization.

Automated or semi-automated execution of pre-defined attack scenarios,
often mapped to the MITRE ATT&CK framework, to continuously test
security control efficacy.

APPLICATION & PRODUCT SECURITY (APPSEC)

These services focus on the integrity and security of custom software and APIs.

Service
Web Application
Penetration Testing

Mobile Application
Testing

API Penetration
Testing

Secure Code
Review (SAST)

Security Architecture/
Design Review

Al/ML/LLM
Application Testing

Description

In-depth manual and automated testing of websites/web applications
looking for flaws like SQL Injection, XSS, and logical flaws.

Testing of the client-side app (i0S/Android) and the backend APIs it
communicates with, including local data storage and transport security.

Specialized testing for REST, SOAP, and GraphQL APIs, focusing on
authorization, authentication, rate limiting, and business logic flaws.

Reviewing the application's source code to find security vulnerabilities
before the application is even deployed.

Proactive review of the application's design, architecture, and threat
model before development begins ('Secure-by-Design").

Testing for vulnerabilities in Al-powered applications, such as prompt
injection and data poisoning.




NANGIA & COLLP

NETWORK & INFRASTRUCTURE SECURITY
These services target the traditional IT and corporate environment
Service Description

External Network Testing the organization's internet-facing perimeter (firewalls, VPNs, mail
Penetration Testing servers, and DNS) from an outside attacker's perspective.

Internal Network Testing the internal corporate network to simulate a breach or insider
Penetration Testing threat, focusing on privilege escalation and lateral movement.

Wireless (Wi-Fi) Assessing the security of the corporate and guest wireless networks,
Security Assessment including authentication protocols and rogue access point detection.

Configuration & Reviewing the security settings of critical devices (servers, firewalls,
Hardening Review routers) against industry benchmarks (e.g., CIS Benchmarks).

Vulnerability Automated scanning to identify known software vulnerabilities and
Assessment (VA) misconfigurations across the network.

CLOUD SECURITY
These services are essential given the massive shift to public cloud environments.
Service Description

Cloud Penetration Exploiting vulnerabilities within a cloud environment's infrastructure
Testing (laaS/Paa$S) (AWS, Azure, GCP), focusing on tenant isolation and lateral movement.

Cloud Configuration Auditing the security configuration of cloud services (e.g., S3 buckets,
Review (SaaS/laaS) security groups, IAM policies) against best practices and compliance.

Container & Assessing the security of container runtimes (Docker/Kubernetes), images,
Microservices Testing  and the underlying orchestration platforms.

SOCIAL & PHYSICAL SECURITY (THE HUMAN ELEMENT)

Service Description

Phishing & Social Simulated email phishing, spear-phishing, smishing (SMS), or vishing

Enginegring (voice) attacks to test employee security awareness.
Campaigns

Physical Intrusion Simulating unauthorized access to an office, data center, or facility to test
Testing physical security controls (e.g., tailgating, badge cloning).

OT /ICS & PHYSICAL SECURITY

Service Description

ICS / SCADA Specialized cybersecurity assessment for Operational Technology and
Assessment Industrial Control Systems.

OT Network Review of network segmentation and boundary protection for industrial
Security environments.
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