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Introduction | Nangia & Co LLP

Nangia & Co LLP is a premier professional services firm, which since the last four
decades continues to add value to the business of its expansive clientele that has
included some of the largest Indian business houses and Fortune 500 multinational
companies.

Since its inception in 1984, the Firm has evolved and emerged as the finest tax and
advisory firm, catering to diverse sectors on a wide range of matters relating to
Audit and Assurance, Taxation, Entry Level Strategy, Mergers and Acquisition,
Transactions & Corporate Finance Advisory, Sustainability and ESG Solutions, Cyber
Security, Forensic Advisory & IT Advisory.

Our growth is a by-product of the outstanding client service delivered by our 1400
plus professionals, the best in the industry. The Firm has a strong Indian presence
with offices located in eight cities - Noida, New Delhi, Gurugram, Bengaluru,
Mumbai, Chennai, Dehradun, and Pune.

Nine years in a row, we have been rated as the leading Tax and Transfer Pricing Firm
by the International Tax Review, UK.

Excellence, Knowledge, Objectivity, and Integrity — at Nangia group we blend all of it
with Dedication, to serve our motto of client success.

Nangia & Co. LLP has been empanelled by CERT-IN (Cert-IN is an initiative by Indian
government under the Ministry of Electronic and Information Technology (MeitY).
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Introduction | Cyber Security

Every business, regardless of its size, faces the potential threat of a cyber attack.
This is because every business, along with its vendors, partners, customers, and
other stakeholders, possesses key assets that criminals may seek to exploit. These
assets could be monetary funds, financial data, personal information of employees
and customers, or even the infrastructure that supports the business.

The approach and commitment of organizations to implementing cyber and
information security are pivotal in minimizing risks and aligning with their business
objectives. Our unique business model, values, and approach, coupled with our
well-trained and highly skilled workforce, provide deep insight and trustworthy
consultation to clients seeking a reliable partner.

Our Cyber Security team comprises professionals with a unique blend of
technological expertise and business acumen derived from diverse backgrounds
and extensive experience in various industries and sectors.
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Cyber Security Services

1. Cyber Strategy & Compliance

Unified Policy Framework creation
Policy, Procedure and SOP review, update
ISO 27001, 22301 Certification Support
Cyber Maturity Assessment

IT Risk & Strategy Roadmap

Security Training and Awareness Programs

PCI-DSS GAP Assessment

Regulatory Compliance Assessment and Management

(RBI, SEBI, IRDAI etc.)

ISAE and SSAE Assessments

Governance, Risk, and Compliance (GRC) Reviews and support
Third-Party Risk Management

Business Continuity Management

Data Center and Disaster Recovery Reviews
WebTrust, PKI, and Certificate Authority Assessments
AADHAAR Based Assessments
AUA/KUA Assessment

ITGC Audit

SOX compliance
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2. Technology Risk Management

Vulnerability Assessment and
Penetration Testing (VAPT)

Secure configuration review
Application security testing
Security architecture review
Secure source code review
Red Team Assessment
Cyber threat intelligence
Cyber incident response

Social engineering attack
simulation

Breach Attack Simulation
On demand penetration testing
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3. Emerging Technology

Cloud Security Assessment
loT Security Assessment
DevSecOps

Operational Technology (OT)
Assessments

Product Security
Industrial Control System (ICS)

. Cyber Forensics & Investigations

Imaging, Extraction, Carving &
Indexing of data
Review of Analysis of data

Cyber forensic investigation and
remediation

Support for arbitration & litigations

Providing testimony for examined
forensic evidence

Reactive Cyber forensics
Malware identification & solutioning

5. Data Protection & Privacy

Privacy by design
Privacy impact assessments
Privacy management systems readiness

Privacy compliance assessment towards
Indian DPDP, GDRP, CCPA and other
Global privacy regulations

Created, review, update policies related
to privacy requirements of the
organisation and geographies of
operation.



Key Differentiators

Blend of strategy,
experience, design and
technology expertise
to support our clients.

Tailored solution to meet
customers requirement with
unique business operations.

Trained, qualified &
certified professionals with

wide exposure across
industries & geographies

Risk based actionable
across cyber
security spectrum
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Our Experts

Srinivasa Rao
Partner

Suraj Nangia
Managing Partner

Ashish Mishra
Partner

Pushpendra Bharambe
Executive Director

Our Locations

NOIDA

(Delhi NCR - Corporate
Office) A-109, Sector 136,
Noida - 201304

T: +91 120 2598000

GURUGRAM

001-005, Emaar Digital Greens
Tower-A 10t Floor, Golf Course
Extension Road, Sector 61,
Gurgaon - 122102

T: +0124-4301551

CHENNAI
Prestige Palladium Bayan,
Level 5, 129-140, Greams Road,

Thousand Lights, Chennai 600006

T: +91 44 46549201

DELHI

(Registered Office)

B-27, Soami Nagar,

New Delhi- 110017, India
T: +91 120 2598000

MUMBAI

4™ Floor, Iconic Tower, URMI Estate,
Ganpat Rao Kadam Marg, Lower
Parel - 400013, India

T: +91 22 6173 7000

PUNE

3" Floor, IndiQube‘Park Plaza,
CTS 1085,Ganeshkhind Road,
Next to Reliance Centro Mall,
Shivajinagar, Pune — 411005

www.nangia.com | query@nangia.com

BENGALURU

Prestige Obelisk, Level 4,-No 3
Kasturba Road, Bengaluru -
560 001, Karnataka, India
T:+91 80 2248 4555

DEHRADUN

First Floor, “IDA” 46 E. C. Road,
Dehradun — 248001, Uttarakhand.
T: 491 135 271 6300



