Cyber frauds: How to avoid losing WATCHWEBINAR
money to fraudsters = [ = >
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The chances of recovering lost money due to cyber fraud are low. S
Take precautions instead, like avoiding clicking on links shared on cusp of growth take-off, by
I : Ny , . Vaibhiay Agrawal
SMSs and emails without first verifying the sender’s authenticity. S
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A bank never asks a customer to share sensitive information, such as a bank account number, credit card number, CWV, OTR. or
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To ensure it has up-to-date information on
customers, a bank needs to periodically update the
personal information in its records or do what is
called a re-KYC (know your customer!. Now, while a
bank may inform you about the need for a re-KYC
via an SMS, it will never ask you to do the re-KYC by
clicking on a link sent on an SMS.

Such SMSs typically come with a fake warning —
your account will be blocked within the next 24
hours = forcing you to act in haste.

“If you click on the link, you are led to a page where
you have to fill in your details, and the fraudster
gets all the information he needs to access your
bank account. Then, ence you share the OTP you

have received, he can transfer money out of your bank account,” explains Sachin Dedhia,
Founder of Skynet Secure Solutions, a company specialising in cyber security and digital

forensics.

It helps to remember that a bank never asks a customer to share sensitive information, such
as a bank account number, credit card number, CVV, OTP, or password with them.

Shrikrishna Dikshit, Partner — Cyber Security, Nangia & Co LLP, talks about how banks are
sending alerts to their customers on how not to fall for scams. But people need to read about
these things, become more aware, and stay vigilant.



HOW TO DODGE CYBER FRAUDS
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Mever click on links in SMS
or email altegedly sent by
hanks

Don't download email
attachments unless from
k0w SOLTCES

Never share OTPs,
passwords, bank account [
cand numbers

Don't keep big balance in
hank accounts used fior
transactions

Kever click on QR codes
allegedty sent for
refunding money

Don't #oogle search for
helpline numbers. Can be
fake,

Wihen installing mobile
apps, don't allow access to
contacts, photos etc. If app
disallows it, best not to
mstall

Don't store ary (or at least
critical) data on mobite
phones

Awvoid using public wi-fi
at arports, malls etc. for
transaciions

Don't install free computer
softwanes. Can contain
malware that steals your
data.

Don't use ofd versions of
bankmng and merchant
S
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Likely to be fravd attempt
Comtact bank branch
helpiine [use online
banking te check if any
action needed from you

Set transaction Limits for
bank [ card transactions.
Can be set via online
banking

OR codes are needed for
payments not for recernving
money. Click on them ondy
if from trusted sources.

Search for them on bank [
hotel [service provider's
website

Install mobite apps of
trusted entrties only.
Watch out for fake apps
with names similar to
genuIne 3pps.

Subscribe o Wloud or
Google Drive to store data
{ info

i you must, then use

it only for browsing or
emailing

Download only hcensed
softwares from trusted
SIUTDES

install the latest lavnched
apps that have upgraded
safety festures
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